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What should privacy mean



Warmup Difference Attacks

Qi How many people were born on 1992 and live in Zipcode
15206 and have a heart disease

Ai I 5

Q How many faculty members CMU joined before 9 1 2020and have had a heart disease
A 37

Q How many faculty members CMUjoined before 9 2 2020and have had a heart disease
It 38
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Facebook ad campaign targeting interface
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Ref Korolova
PrivacyviolationUsing
MicrotargetedAdisi A CaseStudy



Reconstruction in the US Census

3 Males gender

race
Ages A E BEC
I E A E BE C E 125

Median 30 13 30
A E 30 C 230

Mean ABgtC 44 Garfinkel AboudMartindale 2018

Atc 102

A.c has 30 possible choices

Before 77
2533 ch possible choices



Reconstruction in the US Census 2010

5.5 billion simultaneous equations
on 1.8 billion unknown integers



Reconstruction Formulation

D X
Stutts fs fk
answerse

At a f X
fix Constraints

i
AkaFalk

Reconstruction Problem i Given constraints fIX k
find a dataset I that is consistent w the constants

Satisfiability problem.T Worsecase NP hard
V

look almost the same as X



Linear Reconstruction Attack

Introduced by DinardNissim in 2003 its development of Differential privacy o

Dataset 7 Abstractly

Zi identifiers secret bit
Release count statistics people satisfy someproperty

How many people aremolderthan 40 have secret bit L
9Czj

f X II EEE.si for some Yi 2 0,13
property on 2 i

f X EEIL.EE then E.na.sn
bit vector secret bits



Releasing k linear Statistics

Released

s t.s.es
F

f X fi s

Examples

41ft I Zj is older than 40
42 Ej 1 i Zj is older than 40 and male
43 Zg 1 i Zj is older than 20 and male



First Reconstruction Attack

You can't release all count statistics with non trivial accuracy

Queries Iif
it priceypreserving

For every v c 0,13 Fu V
True

Reconstruction answer
Released
answerto

Suppose the answers Av veqo.in f ve oaf sane
Choose 5 c 0,13 2 5

2V N.lt 2 n

ConstraintsTheorem H s 5th E 42N

recons Iwait 886
of secrets



Theorem If all 2 counts are within an error
then s.sn reeonE42nbits

Proof Intuition Af Released answer
g 1011 f s true answer

5 10100 Idf f YEAR
property that capture diff Reconstruction

findan an
me lat t.sn eanf s Aff f.sn f 5zaf.fmram ooo

II I
afff.sntrue answer



Theorem If all 2 counts are within an error
then g 5 disagree on E42nb

Proof Sketch

Twosets J Sj 0 sj
j Sj I 5g o

If Hs 5th 42N Proof by contradiction
Isat 22h or Isao 22h Statistic

there exists v c 0,13 such that IV 5 s 22h

Iv 5 art 22h IV s ant an
Contradiction Trianglelneq.TL Contradiction



Reconstruction Using Fewer Queries
nReleased Statistics K 2 Dinar Nissim

Attack Choose K 20N random 4 21 0,13 tie 49
k random vectorsgueries Fi C 0,13

suppose that answers tie Lk IFi S aye 2hFind 5 15 such that Vie KI.lfi.sn
Theorem Hs 5111 E 2562in as

whip


